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% FARONICS INTRODUCES A NEW DIMENSION OF PROTECTION!

In today's computing environments, IT professionals face the daunting task
of keeping expensive computing resources free from illegal software,
unauthorized downloads, and other malicious intrusions. Faronics
Anti-Executable provides the solution to these pervasive and escalating
problems.

Faronics Anti-Executable offers a revolutionary method to address blended
threats. Using its unique whitelist technology, Anti-Executable provides
proactive protection against spyware, keyloggers, trojans, viruses, or any
other type of malware. Faronics Anti-Executable also prevents unauthorized
executables from launching, whether they are downloaded from the Internet
or introduced via any removable media.

On install, Anti-Executable performs a deep scan of the computer and

authorizes every single executable on it. From that point on, any other
executable is deemed unauthorized and will
not run or install.

Powerful and secure, Anti-Executable is an

economical software solution that offers
protection and security for all multi-user
computing environments.

Anti-Executable detects

O of executable file types

1OO / and prevents them from
O running, including:

.eXe .OCX aX

.SYS drv X32
vxd .SCr tlb

and many many more

For Windows® 95 : 98 * Me : 2000 : XP

See for yourself
Download a Trial Version today

www.faronics.com

Protect your computers

today against

the unknown threats

of tomorrow
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-} Increase Productivity

Prevent users from wasting valuable time and bandwith using peer-to-peer
software, instant messaging, or games. With Anti-Executable installed, users
cannot run unauthorized software from CD-ROMs, floppies, local or wide area
networks, e-mail attachments, or the Internet. However, users can access
documents, visit Web sites, and work normally with authorized programs and
files. Anti-Executable supports all network, policy, and server settings.
Exempting network paths gives users access to applications located on secure
file servers or other peripheral devices.

2 Enforce Acceptable Use Policies

Anti-Executable enforces Acceptable Use Policies by ensuring that only
authorized programs operate. A customizable message notifies the user of each
unauthorized action to deter future misuse.

«& Prevent Identity Theft

Identity theft techniques that make use of keyloggers and other dangerous
programs are eliminated. Anti-Executable prevents viruses, root kits, and
trojans containing keyloggers or other malicious spyware from ever installing
or running.

=% Stop Viruses
Anti-Executable prevents yesterday’s, today’s, and tomorrow’s executable
viruses from ever running.

= Block lllegal Software Use

Anti-Executable becomes a de facto license manager. Creative users may try to
conceal or rename program files, but these tactics prove futile with
Anti-Executable running. Only authorized programs are allowed to execute.
Copy and delete prevention assures authorized programs are not pirated,
moved, or deleted.

% Save Support Time

System administrators can instantly deploy Anti-Executable across a network
using the Silent Install system or existing imaging solutions. Anti-Executable
minimizes or completely eliminates the need to send out patches, fixes, or
technicians to undo damage caused by rogue software.

About Faronics

Did you know?
On average

80%

of all home
computers

are infected
by spyware

38%

of all PC users do
not run up-to-date
antivirus software
source:
National Cyber Security

Alliance and America
Online™ survey, 2004

Did you know?

On average,
it takes

20

minutes for an
unprotected PC to
become infected
by a worm after
connecting to the
internet

source: Internet Storm Center

Faronics develops and markets intelligent utilities for absolute control of multi-user computing environments. Faronics’ market-leading
solutions ensure 100% workstation availability and have dramatically impacted the day-to-day lives of thousands information technology
professionals and computing lab managers. Our user-driven, powerful technology innovations benefit educational institutions, libraries,

government organizations and corporations.
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